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By Andrew Beckerman-Rodau

C
omputers improve productivity. An attorney can 
quickly and easily modify documents. Networked 
computers enable almost instantaneous transfer of 
documents among support staff, colleagues, clients, 

and other parties involved in a transaction. Additionally, 
an Internet connection enables documents to be quickly 
and effortlessly shared among different parties without 
regard to physical location. For example, Ms. Attorney 
can write a first draft of a contract that can be sent to 
Ms. Client as an email attachment. Typically, Ms. Client 
would be able to download and read the draft in a matter 
of seconds (or at most minutes) whether she is across town 
or on the other side of the planet. Using a conventional 
word processing program, Ms. Client can make changes 
to the draft and email it back to Ms. Attorney. Once 
Ms. Attorney and Ms. Client finalize the draft, it can be 
forwarded, via email, to counsel representing other parties 
to the contract. Such transactions have become common 
place in light of the ubiquitous usage of email and word 
processing programs today. 

The rapid expansion of wireless networks over the 
past decade has also increased productivity. Attorneys 
increasingly carry a PDA, such as a Blackberry, a laptop 
computer, or both. Wireless Internet access, commonly 

referred to as hotspots, abound. The ubiquitous Starbucks 
contain hotspots in most of their locations. Increasingly, 
airports offer wireless Internet access. And, most major 
business hotels offer wireless Internet access that is 
increasingly provided at no charge. Most recently, wireless 
telephone providers have begun to offer high-speed 
wireless Internet access throughout entire metropolitan 
areas, such as Boston. Some cities are even contracting 
with private companies to install wireless access for all 
city residents. 

From one perspective, the widespread use of computers 
and digital data has not changed what an attorney does. 
They still spend substantial time drafting and reviewing 
documents. The use of computers and the Internet has 
merely replaced the use of the mail, the fax machine, 
and couriers in many situations. However, the increase in 
computer usage brings with it a decreased ability to control 
documents and to protect confidential client data. In the 
pre-computer era, documents had to be typed or printed 
and physically delivered to recipients for review. The 
nature of such documents made copying them difficult and 
time-consuming. The likelihood that a document would be 
subject to being copied and widely distributed was limited 
simply due to the difficulty and expense of doing this. In 
contrast, a document in digital form can be copied and 
widely distributed almost instantaneously whether it is one 
page or 500 pages in length. Additionally, the Internet 
allows such transfers to reach virtually around the world 
in a matter of minutes. Likewise, in the pre-computer 
era physical security measures such as locked file cabinets 
were generally adequate to protect confidential client 
data, especially since neither members of the public nor 
unauthorized persons would be allowed to wander around 
a law firm and rummage through client files. The attorney 
controlled access to the files and the documents contained 
in the files. Saving client data in digital form on a computer 
makes it more difficult to control access to such data. 

The movement from a paper-based world to a digital 
world has not altered the obligation of attorneys to 
safeguard client information pursuant to the rules of 
professional responsibility. Such rules, which govern 
attorney conduct, generally mandate that an attorney 
must use reasonable efforts to safeguard client data against 
unauthorized or inadvertent disclosure by either the 
attorney1 or non-attorney employees, such as paralegals, 
law students, investigators, and IT personnel.2 

Although many legal issues involving the storage and 
safeguarding of digital data have not been definitively 
addressed by courts, state bar ethics and professional 
responsibility committees have provided some guidance 
in formal opinions. The Maine Professional Ethics 
Commission opined that an attorney could maintain all 
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attempts to provide paper documents in lieu of digital 
documents have been rebuffed by courts.9 

Parties seeking discovery must also be technologically 
knowledgeable to insure they ask for the most useful 
information and data. The format of the data requested 
can be critical. For example, obtaining images of hard 
drives can yield more information than receiving data files 
copied to a CD, and knowing where to look for data is 
critical. Understanding the numerous places relevant data 
can exist, as discussed above, enables discovery requests to 
target potentially important data. 

Electronic discovery also may increase costs because 
attorneys need training to insure they are sufficiently 
tech-savvy. Typically, forensic computer specialists must 
be used to collect and review computer data obtained in 
the discovery process to ensure useful data is harvested. 
Compliance with electronic discovery requests can also 
require costly computer experts to insure proprietary or 
privileged information is not inadvertently disclosed. 

ELECTRONIC DOCUMENT 
RETENTION PROGRAM

Businesses have long relied on document retention 
programs as a method of determining how long documents 
should be kept prior to destruction. Ostensibly, one 
justification for destroying documents was the expense of 
storing an ever increasing amount of paper. The relatively 
low cost of digital storage makes this justification less 
convincing with regard to documents and data stored 
in digital form. However, managing and knowing 
the content of computer data, including metadata, 
can become an expensive and time consuming task. 
Consequently, retaining an unlimited amount of digital 
data increases the likelihood of inadvertently disclosing 
damaging and/or proprietary information. These risks 
provide a strong justification for developing an electronic 
document retention program. However, when setting 
up such a program it is important to be cognizant of 
state and federal requirements which may set different 
time periods for keeping different types of documents. 
Additionally, a mechanism must be in place to halt 
document destruction in the event of pending litigation. 
Otherwise substantial legal sanctions could apply if the 
destroyed data would have been information subject to a 
discovery request. 

EMPLOYEE ISSUES

Data protection ultimately depends on employee 
conduct. Employee computer usage policies that are 
enforced are a necessity in a modern computerized work 

environment. Security policies requiring strong passwords 
that are periodically changed can be mandated by setting 
up such electronic policies on all workplace computers. 
Once created these policies insure compliance by rejecting 
weak passwords and automatically requiring creation of 
new passwords at a prescribed time interval. 

A computer usage policy should address all of the 
following:
1.	 Downloading programs and data from the Internet. 

This should be prohibited, unless absolutely necessary, 
since this is prime source of viruses and spyware.

2.	 Installing programs and data brought from home. 
This should also be prohibited since it is another 
prime source of viruses and spyware.

3.	 Creating and protecting passwords. It is important 
to both emphasize the importance of picking proper 
passwords and the importance of safeguarding them 
by not writing them down in easy to find locations.

4.	 Secure storage and destruction of all portable data 
storage media such as disks, CDs, DVDs, and keychain 
drives. It is critical that employees understand that 
portable media continues to hold data even if the data 
has been erased. Hence, such portable media should 
not be left unattended unless it is placed in a secure 
location. Also, portable media such as disks or CDs 
should be physically destroyed prior to being disposed 
of in the trash.

5.	 Modifying existing computer equipment such as 
by adding modems or wireless access points. These 
devices should never be employee-installed because 
they can comprise even the best network security.

6.	U sage of email and if used, blogs, Web sites, and 
IM. These are all commonly used tools today in 
many work environments. It is important for users 
to know that anything put in an email or an IM 
exchange or uploaded to a Web site or blog will 
often be permanent. Hence, a good rule of thumb 
is nothing should be written that the user would be 
uncomfortable seeing on the front page of the local 
newspaper. 

7.	 Notifying employees that computers, computer 
equipment, and all data belongs to the employer. This 
can help limit any problems with employees installing 
personal programs or data on the computer which is 
an inherent security risk.

8.	 Automatically terminating all computer access when 
employment ceases for any reason. This limits the risk 
of a disgruntled involuntarily terminated employee’s 
destroying data or engaging in other destructive 
actions. It also limits a former employee working for 
a competitor from using information from his former 
employer for the benefit of the competitor.
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Periodic employee training sessions are important 
to educate employees about the risks related to the use 
of digital data. Absent such training on an ongoing basis 
employees are unlikely to take data risks seriously.

IT personnel typically have virtually unlimited access 
to all computers and computer data. This is both a 
consequence of the need for such access in order to 
maintain and troubleshoot the computer resources and 
due to the very nature of their expertise. Hence, it is 
critical to perform background checks on all technical 
support personnel. It is also important to make certain 
IT personnel are adequately trained since this is not a 
government regulated profession. Improper or negligent 
conduct by IT personnel can severely impact a law firm 
and its clients if digital data is lost, damaged or improperly 
released to the public. Additionally, attorneys can be 
held liable for actions of IT personnel. Pursuant to the 
rules of professional conduct, attorneys are obligated 
make certain non-attorney employees protect confidential 
client data pursuant to the ethical standards applicable to 
the attorney even though non-attorneys are not subject 
to these rules. 

CONCLUSION

The use of computers in the practice of law does 
not alter the obligation to protect confidential client 
data. Computer usage increases productivity but makes 
protection of confidential data more difficult. In contrast 
to paper documents, digital versions of documents are easy 
to copy and distribute. Moreover, the inherent nature of 
computer systems results in copies of digital documents 
being stored in multiple locations that decreases the 
ability to control such documents. Digital data also 
must be protected against loss by creating backup copies 
and by properly disposing of media containing digital 

data. Likewise, appropriate software must be installed 
to protect against electronic threats from viruses and 
spyware. Understanding and appropriately removing 
hidden metadata from digital files can reduce litigation 
risks from the inadvertent disclosure of confidential client 
data. Adoption of electronic document retention programs 
can further reduce litigation risks. Finally, adoption of a 
computer usage policy coupled with ongoing education 
about the risks inherent in the use of digital data is necessary 
to insure that digital data is properly safeguarded.

NOTES

1.	  See, e.g., ABA Model Rules of Professional Conduct, Rule 1.6 (reprinted 
in Thomas D. Morgan & Ronald D. Rotunda, 2003 Selected Standards on 
Professional Responsibility at 25 (2003)). 

2.	  See, e.g., ABA Model Rules of Professional Conduct, Rule 5.3 (reprinted 
in Thomas D. Morgan & Ronald D. Rotunda, 2003 Selected Standards 
on Professional Responsibility at 114 (2003)). Although the Rules of 
Professional Conduct do not apply to non-attorneys (see, e.g., In the 
matter of Burns, 657 N.E. 2d 738, 740 (In. Sup. Ct. 1995)), such rules 
require an attorney to make certain non-attorney employees abide by these 
rules, and the attorney may be responsible for violation of these rules by 
non-attorney employees (see, e.g., Daines v. Alcatel, 194 F.R.D. 678, 681-
682 (E.D. Wa. 2000)).

3.	 See Maine Professional Ethics Commission of the Board of Overseers 
of the Bar, Opinion No. 183 (Jan. 28, 2004) (available at http://www.
mebaroverseers.org/Ethics%20Opinions/Opinion%20183.htm (last visited Mar. 
14, 2006)).

4.	 See State Bar of Nevada Standing Committee on Ethics and Professional 
Responsibility, Formal Opinion No. 33 (Feb. 9, 2006) (available at http://
www.nvbar.org/Ethics/Ethics_Opinions_DETAIL.htm (last visited Mar. 14, 
2006)).

5.	 Information about metadata and Microsoft data removal tool is available 
at http://office.microsoft.com/en-us/assistance/HA011400341033.aspx (last 
visited Mar. 15, 2006). 

6.	 See http://www.microsoft.com/athome/security/privacy/password.mspx (last 
visited Mar. 19, 2006). See also http://www.utexas.edu/computer/passwords/
choose.html (last visited Mar. 19, 2006).

7.	 Information about Microsoft security updates is available at http://www.
microsoft.com/security/default.mspx (last visited Mar. 15, 2006).

8.	  Fed. R. Civ. P. 34(a)(1) makes electronic documents discoverable. 

9.	  See, e.g., Gilliam v. Addicts Rehab. Ctr. Fund, Inc., 2006 WL 228874 
(S.D.N.Y. Jan. 26, 2006).




